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Overview
RapidMiner’s cloud platform is built to help your 

diverse analytics teams create, deploy, and scale 

powerful AI solutions throughout your enterprise. But 

we recognize that before you can do that, you need 

to establish the proper controls to make sure that 

your data remains fully in your control, and that no 

unauthorized parties can access or engage with it.

In this overview, we’ll take a detailed look at how 

RapidMiner’s infrastructure helps you uphold the 

highest enterprise security standards. We’ll explore 

how multi-tenant security, user-level security, 

infrastructure security, and our own policies for 

customer data management will allow you to spend 

less time worrying about governance and compliance 

and more time gathering actionable insights from 

your data. 

Multi-tenant security – tenant isolation 
RapidMiner’s cloud platform is a multi-tenant service, which means that a common platform 

provides services globally to all of our customers. This approach powers integrations with 

outside applications, takes environment maintenance off your plate, and helps to keep our 

pricing competitive. But naturally, enterprise admins may have concerns about ceding control 

to an outside vendor. Ensuring that each organization has exclusive access to its own data 

and projects is the first step we take to address those concerns.

Tenants are completely isolated in three key ways:

• Data isolation: Data for each user is stored independently. An authorization system 

is responsible for granting access to different users based on their company and 

permissions. Data belonging to a tenant cannot be seen or shared with users 

not belonging to the company that created it. Conversely, there cannot be any 

interaction whatsoever with data belonging to external tenants. All data files are also 

encrypted with unique keys for each tenant.

• Project isolation: Similarly, RapidMiner’s authorization system completely blocks 

access to projects for users external to the tenant. This is inclusive of data, models, 

apps, or any other content that’s specific to a use case.

“Not only has the sheer volume of 
available data—mainly driven by 
the IoT—grown exponentially over 
the past five years… but new tools 
[have] been developed for turning 
this flood of raw data into insights 
and eventually into action.”

- ACHIEVING BUSINESS IMPACT WITH DATA, 
MCKINSEY & COMPANY

https://rapidminer.com/
https://digitalguardian.com/blog/saas-single-tenant-vs-multi-tenant-whats-difference#:~:text=Multi%2DTenant%20%E2%80%93%20Multi%2Dtenancy,remains%20invisible%20to%20other%20tenants.
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• Execution layer (Kubernetes): Execution of RapidMiner workflows happens inside 

Kubernetes pods. Each pod is spawned for a single workflow execution and is 

stopped and removed immediately after. Therefore, no cross interaction among 

workflows (inside or outside the tenant) is possible. 

Infrastructure security 
In the cloud, most of the security mechanisms are behind the scenes. RapidMiner takes 

detailed steps to make sure that the infrastructure back-end, which powers our customers, is 

completely secure. Key measures that we take to guarantee back-end security are: 

• Web Application Firewall: A strictly configured Web Application Firewall protects all 

our application components from most known attacks, including cross-site scripting 

(XSS), SQL injection, and many others. 

• Site certificates: All our https endpoints include site certificates to guarantee secure 

communication. 

• Bastion hosts: Not even our admins can log in and work directly from the 

infrastructure. All access is done through especially hardened bastion hosts. 

• Vulnerability scanning: We perform periodic vulnerability scans to detect any 

possible risks presented by third-party libraries and correct them as soon as 

possible. 

• Penetration tests: Penetration tests are carried out by an external company 

periodically to help us identify and mitigate risks. We execute standard procedures 

to remediate any findings immediately after a test is complete.

• Disaster recovery: As the ultimate guarantee, backups are also periodically created 

and stored. The whole platform is based on the platform-as-code paradigm, so it’s 

ready to be quickly recovered in the extreme and highly unlikely case of a global 

failure or attack.  

https://rapidminer.com/
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User-level security 
User-level security for RapidMiner’s cloud platform is based on a framework composed of 

three layers: authentication (make sure users are who they claim to be), authorization 

(determine which data and projects users can see), and encryption (make sure data is only 

usable by the approved users).

Authentication 

The authentication layer ensures login security by validating that users are who they say they 

are. In RapidMiner, authentication is managed through Keycloak—an industry-leading access 

management tool. 

RapidMiner’s recommendation is to integrate user authentication with your organization’s 

own identity provider (IdP). RapidMiner supports integration with any IdP using standard 

protocols like LDAP, SAML, and OAuth. State-of-the-art authentication features are supported, 

including two-factor authentication (2FA), multiple factor authentication (MFA), as well as 

several password complexity requirements and policies.

Authorization 

RapidMiner’s authorization model is focused on promoting collaboration while always being 

mindful of security constraints. 

Data level

Every dataset stored in RapidMiner’s data catalog (where users can add datasets and create 

connections to external data) has independent permissions. The owner of the data can 

decide who has full read-write access, who can only view the content, and who’ll never be 

aware of its existence. This way, depending on the needs of your company or a particular use 

case, each data set can either be shared in a way that allows for collaboration or is completely 

hidden from view.  

Data Security Implementation Model

Authentication
Verify your users

Authorization
Give them access

Encryption
Protect your data

https://rapidminer.com/
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Project level

Project contents include everything that users 

create to analyze data: models, workflows, 

code, automated analysis results, etc. Project 

owners decide who can contribute to the 

project. Contributors can add, edit, and, in 

general, collaborate to come up with a solution 

for a given use case.

Project owners can also grant view-only access 

to users who need visibility into a use case, 

but don’t actively participate in data pipeline 

creation and model creation.  

RapidMiner’s authorization system ensures 

that external users are not allowed to access 

or change a project in any way. 

Encryption 

The goal of encryption is to guarantee data privacy both at rest and in motion. Encrypted 

data can’t be accessed without a decryption key.

RapidMiner uses Amazon S3 as a backend to store data. S3 encryption at rest is used to 

protect it (using the AES-256 algorithm). Transport-Layer Security (TLS) is used to protect 

data as it travels over your network. 

 
RapidMiner security policies 
In addition to all of the platform-level measures above, RapidMiner is fully committed 

to following internal security regulations and policies. We understand that security is a 

constant effort and has to be ingrained throughout the whole organization, from product 

development to operations to sales. Security is always considered early in the development 

process, it’s part of every deployment process, and is also a key aspect of our system 

monitoring and operations. 

RapidMiner also has a security council composed of members from the company’s 

leadership, Finance, Product, and Engineering teams that oversees the fulfillment of all 

security policies. This ensures that our organization’s principles are upheld within each 

department, and that every employee recognizes the role they play in securing sensitive 

customer data.

In production environments, 
RapidMiner administrators 
can assign special permissions 
that allow individual users to 
execute or schedule jobs.

https://rapidminer.com/


7rapidminer.com

Compliance 

RapidMiner is SOC II compliant for security. We’ve implemented SOC 

II policies and controls which have been tested and certified by an 

independent third-party auditor across categories like privacy and 

processing integrity. This means that not only are our policies and 

standards validated by an experienced outside party—our ability to 

uphold them is, too. 

RapidMiner is also compliant with GDPR requirements for  

European users. 

Incident management 

RapidMiner has a Security Incident Management Plan, which outlines the process for 

declaring and responding to security incidents, The plan includes roles, responsibilities, and 

the internal and external communication necessary to create a resolution in the unlikely 

event of an issue.

Upgrade policies 

All software elements of the RapidMiner platform are continuously being upgraded to the 

latest security patch (OS libraries, software dependencies, middleware software, etc.)

Internal logging and auditing 

There are strict rules that govern platform access for RapidMiner staff, which is limited to the 

necessary maintenance operations. Access to user data is not allowed unless explicitly 

requested by the users within a support incident. All admin activities in the RapidMiner cloud 

are logged for later auditing. 

https://rapidminer.com/
https://rapidminer.com/blog/soc-2-security/
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Conclusion
RapidMiner takes comprehensive measures to secure customer data within our cloud 

platform—both within the platform itself and through our strong culture of security internally. 

Multi-tenant security ensures that access to your organization’s data and projects remains 

fully in your control—allowing you to reap the benefits of letting your vendor handle 

infrastructure without sacrificing security.

Penetration tests, vulnerability scans and disaster recovery protocols allow you to trust that 

our back end is fully secured and trustworthy. 

User-level security gives you full control over who can access content throughout our 

platform, down to the dataset level. It also ensures that your data is encrypted and easy  

to track.

Lastly, RapidMiner’s internal security policies have been tested and certified as SOC II 

compliant by an independent auditor, which means that you can rely on us to maintain the 

highest standards for enterprise security so that our customers are free to innovate and 

transform the way they do business.

https://rapidminer.com/


Key Features
       
Cloud 

• Tenant isolation (data, projects and executions) 

Authentication 

• Two-Factor Authentication (2FA) 

• SAML Authentication Support 

• OAuth 2.0 Support 

Authorization 

• Single-file fine-grained authorization. 

• Project based authorization. 

Data Protection  

• Transport Layer Security (TLS) Support 

• Encryption of LDAP Properties 

• Encryption at rest 

Infrastructure 

• Hardened back-end infrastructure 

• Continuous system upgrade (transparent for 

the user) 

Policies 

• SOC II compliance 

• GDPR compliance 

For those driven to accelerate the pace of transformation, RapidMiner is the enterprise-ready data 
science platform that amplifies the collective impact of your people, expertise, and data for break-
through competitive advantage. RapidMiner’s data science platform supports all analytics users 
across the full AI lifecycle. The RapidMiner Academy and Center of Excellence methodology ensure 
customers are successful, no matter their experience or resource levels. Since 2007, more than 1 
million professionals and 40,000 organizations in over 150 countries have relied on RapidMiner to 
bring data science closer to their business.
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