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US state auditor deploys 
machine learning to tackle 
healthcare fraud at scale

This e-book focuses on how a US state auditor leveraged machine learning to detect and prevent fraud in 
healthcare. The biggest challenge of fighting fraud in healthcare is that fraudsters often are intelligent, learn 
from mistakes, and continuously create new types of fraud. Hence, techniques that can capture known 
fraud patterns, as well as, new types of fraud are needed. 
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In the US there is a system called Medicaid which 
helps people that cannot afford health insurance. 
So, if you are without a job or if you have low 
income then you can ask the state to provide for 
your healthcare expenses.

One of the most populous states has a budget of 
$10+ billion every year under this program. 
According to internal estimates, 10% of these funds 
are spent on fraudulent transactions or waste. 
That’s an estimated $1 billion lost to fraud every 
year in that state alone! This doesn’t help the right 
people but instead goes into the wrong pockets. 
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Fraud can be committed by both, medical service providers 
and patients in this case. Providers can commit fraud 
through activities such as requesting reimbursements for 
services or medical devices not delivered. This can be 
challenging to detect—as these are highly intelligent doctors, 
pharmacists, and care providers, well versed in the legal and 
ethical frameworks imposed by the regulator. The 
professionals know what patterns are easily detected by the 
regulator and use variations to stay under the radar. 

Patients can commit fraud in different ways like acquiring 
medication they don’t need under false pretenses. This is 
also challenging to detect as the state must deal with high 
volumes of transactional data and factor in the patient 
profile to correctly identify fraud.

Let’s look at how RapidMiner was able to deploy machine 
learning to help the state auditor detect and prevent fraud.
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Previous method
Why was random sampling not good enough? 

First, let’s review the method that the auditor needed to 
replace. They were using a manual process, hoping to catch 
fraud by randomly picking samples for inspection. For 
example, they might have used a rule of thumb that every 
company gets inspected once in 10 years, or that a random 
sample of 100 patients and doctors are picked for inspection 
each month. In this type of method, less than 5% of all 
transactions were inspected due to limited resources.

This method was not very successful in detecting fraud. 
With machine learning the auditor was able implement a 
much more comprehensive and targeted fraud detection 
and prevention process.
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The machine learning method
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03
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Detect fraud patterns through supervised learning 

Prevent fraud
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Find risky subject / behavior01
As a first step, we embedded domain expertise and known fraud patterns into entity features and 
fraud risk scores that can be automatically computed and used to systematically and automatically 
rank suspects. 

Fraud is camouflaged in many ways in healthcare, but we narrowed down on a few specific behavioral 
patterns to simplify and test the effectiveness of applying machine learning to the large dataset 
(25,000+ doctors, 1000+ pharmacies, and a large patient population). Some example patterns we were 
looking for: 

1. Using SSN of deceased patients to create transactions 
2. Patients colluding with doctors for falsified billing on medication 

3. Network of doctors sharing neglected SSN numbers for false billing
4. High overlap of doctors and patients  

The team had to sift through a large amount of geo, transactional, and textual data to get insights into 
the fraud. RapidMiner enabled the state auditor to blend and wrangle data from the various data 
sources and detect patterns, anomalies, and unusual behavior. 
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In a second and more sophisticated step, supervised machine learning, e.g. classification and association 
learners, was used to learn detection models for known types of fraud. 

Supervised learning helped the auditor create the AI version of the domain expert, who previously 
looked at 1000s of cases and from her previous experience would flag, “These 10 are your fraud cases!”. 
As the domain expert labeled these cases, the machine learned what patterns to look for and flag as 
fraud in the future. 

Also, to detect potential new fraud patterns and types, we leveraged unsupervised machine learning, 
e.g. anomaly detection and outlier identification techniques. It was important to use unsupervised 
learning to detect new and unknown patterns of fraud as fraudsters are constantly finding new ways to 
commit and camouflage their activities.

These steps allowed the state auditor to scale out and accelerate fraud detection, tapping into areas of 
transactional and textual data that would have otherwise been ignored due to human resource 
constraints and sheer volume of data produced by the system. 

Detect fraud patterns through 
supervised learning02
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Prevent fraud03
In order to not only identify fraud after the fact, but to prevent it, the state auditor also used machine 
learning and predictive analytics, e.g. for predicting expected treatments, medications, quantities, 
volumes, and costs and comparing them with the actual transactions and requested payments. This 
allows the state insurer to decide to postpone or deny payments, if transactions or combinations of 
transactions seem highly suspicious, and perform investigations before processing payments. 

These models can then be deployed to automatically identify new instances/cases of known fraud 
patterns in the future. Once such a supervised learning model is trained to identify fraud before it 
happens, we can then deploy and automate the process of flagging. You can also push these 
predictions to other internal systems (using APIs) to temporarily freeze such transactions, stopping the 
fraud as it unfolds.
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Overall, machine learning helped the state auditor become 
more effective and efficient in fighting and preventing fraud. 
They were able to focus on high risk cases instead of wasting 
time with random inspections. Machine learning allowed 
them to integrate and consider various data sources, create 
meaningful features and scores, provide context and 
explanations, and detect networks of fraudsters.

Next Steps
Download RapidMiner Studio and try out our tutorial process 
on Medical Fraud Detection. You can retrieve sample medical 
data from patients, together with past information regarding 
potential fraudulent actions. The data is then converted to 
numbers in order to feed them to the Gradient Boosted 
Tree algorithm. 
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